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Abstract 


The Internet of Things (IoT), an evolutionary technology that raised and gained huge 
scope in the science and engineering applications solving problems without the 
intervention of human-human work force. It enables mostly smart work force i.e. 
creating an interaction between human to machine, machine to machine. The 
internet of things (IoT) enabled a common operating picture (COP) across the 
various applications of modern day living. The COP is achieved through the 
advancements seen in wireless sensor network devices that were able to 
communicate through the network thereby exchanging information and performing 
various analysis. This paper elaborates the possible security and privacy issues 
considering the component interaction in IoT and studies how the distributed ledger 


based blockchain technology contribute to it. 
Keywords: Data communication; Communication Networks; Intrusion detection. 
1. Introduction 


The integration of all network technologies could make it complex and difficulty in 
handling when working on wider and large application point of view. The complex 
scale of device integration, network interconnection, and distributed nature of the 
things in IoT gives a scope for central server concept where all the things or the 
devices would compulsory relay on it for authentication [1-11]. In this case the 
interconnection between the devices would become unreliable allowing the data 
sharing with false authentications or allowing device spoofing leading to insecure 


data flow [12-17]. For clear understanding of the problem concerned with IoT, one 
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can refer to the views of Gartner and International Telecommunication Union 
reports. These two reports suggest that in future i.e. twenty billion physical things 
could connect to the internet and operate as a single network under IoT [18-29]. This 
statement suggests that IoT could be become much more complex in the coming 
future by connecting to a Network of Plentiful Things (NPT) making a provision for 
digital access. In such cases, the NPT devices could obtain enormous amount of 


information from the inclosing boundaries or the application or focus environment. 


These devices must communicate with the network and software defined computing 
and analytics platform, and this process is completely done through internet and 
leading to a point of central server storage. This communication results in the rich 
interactions between the things and network IoT architecture giving a scope for huge 
data generation allowing the reliable and trustworthy services over the wide area 
network of things through the Centralized Data Management Servers (CDMS). 
Here, reliability and trustworthiness in providing services could not be done in fully 
secure manner [30-42]. Chances of security and privacy issues with the data is 
possible and it is due to the due to the sensitive ness of the things that are 


interconnected among them as well as the network. 


These technologies include communication technology, information technology, 
electronic sensor and actuator technology, and the trending advancements in 
computing and analytics. The integration of all such technologies could make it 
complex and difficulty in handling when working on wider and large application 
point of view [43-51]. The complex scale of device integration, network 
interconnection, and distributed nature of the things in IoT gives a scope for central 
server concept where all the things or the devices would compulsory relay on it for 


authentication. 


In this case the interconnection between the devices would become unreliable 
allowing the data sharing with false authentications or allowing device spoofing 


leading to insecure data flow. For clear understanding of the problem concerned 
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with IoT, one can refer to the views of Gartner expressed in 2016 and International 
Telecommunication Union reports of 2015. These two reports suggest that in future 
i.e. by the end of 2020, twenty billion physical things could connect to the internet 


and operate as a single network under IoT. 


These devices must communicate with the network and software defined computing 
and analytics platform, and this process is completely done through internet and 
leading to a point of central server storage [52-64]. This communication results in 
the rich interactions between the things and network IoT architecture giving a scope 
for huge data generation allowing the reliable and trustworthy services over the wide 


area network of things through the Centralized Data Management Servers (CDMS). 


Here, reliability and trustworthiness in providing services could not be done in fully 
secure manner. Chances of security and privacy issues with the data is possible and 
it is due to the due to the sensitive ness of the things that are interconnected among 
them as well as the network. More provision and chances exist for reveling the 
sensitive aspects of the data to outside world (outside of the communicating network 
or NPT) through the false authentications, device spoofing. This leads to the various 
security and privacy issues in IoT making it as a challenge to encounter. To address 
the security and privacy issues in IoT, we can eliminate centralized maintenance of 
the NPT produced data and thereby introducing the new Distributed Ledger -based 
technology called, a blockchain technology. This paper focuses on the blockchain 
technology in IoT by analyzing the possible data interruptions and security concerns 


during the oT component interaction. 
2. Challenges 


Even though, IoT has several benefits and able to solve wide range of problems in 
various sectors, still the challenges exist. These challenges might be in the form of 
overcoming the security issues, privacy concerns etc. This section briefly explains 
the various possible issues by considering the study on the IoT component 


interaction. 
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Mostly the challenges in IoT are related to the security and privacy concerns. Apart 
from these, few other challenges are interoperability, lack of standards, legal 
challenges, regulatory issues, rights issues, emerging IoT economy issues, and other 
developmental issues. A report on IoT issues and challenges by The Internet Society 
(ISOC) prepared suggests various possible issues and how they were raised. 


Summary of these issues and challenges. 


The resulting challenges of such issues are also stated. Here, to make it clearer on 
the various issues related to security and privacy aspects, IloT component interaction 
study is considered. Three major components of IoT are the Things with Networked 
Sensors and Actuators (TNSA), Raw Information and Processed Data Storage (R- 
IP-DS), Analytical and Computing Engines (ACE). The interaction between these 
three IoT components were studied briefly to point out the chances of arising 


security and privacy issues. 


From the interaction point of view, data flow will start from the data collection unit 
i.e. typically some things with networked sensors and actuators to information 
processing and storage unit i.e. typically raw information processing and data 
storage in the form of report states. During this process chances of losing, 


mishandling of the data occurs making the data flow process not 100%. 


This data must flow through the internet with some protocols and chances of 
misleading or misinterpret the protocols with the help of external influence is highly 
possible, for example, hackers can control the data process flow. During the second 
interaction between the R-IP-DS and ACE, the computing engines can be hacked or 


taken control by external users. In this case chances of analysis interruptions exists. 


The third interaction is between the ACE to TNSA, here the feedback as per the 
computing algorithms must be sent and accordingly the things to should act. Here 
also chances of hacking and negative control over feedback loop is possible. Apart 
from interactions between these three components, in each individual component 


also chances of losing the data occurs by means wrong protocols. Hence, there is 
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huge scope for the security and privacy concerns in IoT, this even might be a serious 


problem in large scale IoT implementation. 


02 IoT 
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05 Data 04 Data 
Analytics Storage 


Fig. 1. Interaction of platforms 


The blockchain technology would be one of the remedy for addressing the security 
and privacy issues in IoT. This is because, the blockchain technology eliminates the 
central server concept of IoT and allows the data to flow through the blockchain 


distributed ledger for each transaction with appropriate authentication. 
3. Blockchain Technology Based Solutions 


Blockchain technology evolved with the success seen in the cryptocurrency named 
Bitcoin. BC technology is behind the development of Bitcoin and is the key part. 
Blockchain is ledger-based tamper proof technology that allows various use cases in 


wide range of applications. 


In general, the BC represents a continuously maintained and controlled database 


considering growing factors and collected data sample sets. The key elements of BC 
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are participant created transactions, and the recorder blocks of such transactions. 
Here, the recorder block checks whether, transaction details were maintained in the 
correct sequence or not. This does not allow any tampering of the data available. If 
the recorded data must be maintained in sequential order, the need for chain 
approach arises. This maintained transaction was shared with the network of 
participated nodes. This eliminates the concept of central server by identifying each 
node that is participated in the transaction sharing process by using the 


cryptography. This allows the secure authentication. 


Blockchain technology would give better solution to the problems faced by IoT 
systems. In the growing scenarios of IoT systems, there are more chances for having 
increased number of interacting things or devices in it. These increased number of 
devices will try to interact with each making internet as a medium. This would lead 
to many hurdles because, in IoT systems, mostly the collected data is maintained in 
the central servers. If the devices want to access the data they have to interact using 
the centralized network and the data flow will happen through the central server, this 
process flow. But the growing needs of IoT and its applications were portraying loT 
as large-scale systems with integration of advanced technologies. In such large-scale 


IoT systems, the centralized server will not be an effective approach. 


Most of the IoT systems, that are implemented as of now are relaying on centralized 
server concept. In IoT systems, the sensor devices collect the information from the 
focused things and allow the data transmission to the central server by means of 
wired/wireless network refereeing as internet. From the centralized server, analytics 
were performed as per the user requirements and convenience. In similar, the large 
scale IoT system wishes to perform the analysis, processing capabilities of existing 
internet infrastructure may not support effectively. For handling the huge data 
processed in large scale IoT systems, there is a need for increasing the internet 
infrastructure. One best way to solve this is to have decentralized or distributed 


networks where “Peer-to-Peer Networking (PPN), Distributed File Sharing (DFS), 
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and Autonomous Device Coordination (ADC)” functions could be capable . 
Blockchain can carry out these three functions allowing the IoT systems to track the 
huge number of connected and networked devices. BC allows the IoT systems to 
process transactions between the devices in co-ordination. BC will enhance the 


privacy and reliability of loT systems making it to be robust. 


The data flow process in IoT with BC technology is different from only loT system. 
In IoT with BC, the data flow is from sensors-network-router-internet-distributed 
blockchain-analytics-user. Here, the distributed ledger is tamper proof which does 
not allow in misinterpretation, wrong authentications in data. BC complexly 
eliminates the Single Thread Communication (STC) in IoT making the system more 
trust less. With the adoption of BC in IoT, the data flow will become more reliable 


and secure. 


Blockchain technology have the following advantages for large scale IoT systems, 


they are as follows: 

Tamper proof data 

Trust less and peer to peer messaging possibility 
vY Robust 

Highly reliable 

More private data 

Records the historic actions 


Records data of old transactions in smart devices. 


Ss & “S S&S A” 


Permits the self-directed functioning 


Studies proposed a new method for managing the networked IoT devices or things 
in BC computing platform using the Ethereum account. Studies considered the 
applicability of blockchain in IoT for addressing the security and privacy concerns 


by considering a case study on smart home. They have discussed the applicability of 
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BC in IoT by considering various procedures and transactions of components in 
smart home tier. Similar to IoT, the blockchain technology has wider applications, 
and can be used in various sectors like agriculture, business, distribution, energy, 
food, finance, healthcare, manufacturing, and other sectors. Even though blockchain 
technology when integrated with IoT could overcome the privacy and reliability 
concerns of IoT. However, the BC technology is also having some limitations 
making it as a challenge. These challenges include the limitation with the ledger 
storage facility, limited developments in technology, lack of skilled workforce, lack 
of proper legal codes and standards, variations in processing speeds and time, 


computing capabilities, and scalability issues. 
4. Conclusion 


BC represents a continuously maintained and controlled database considering 
growing factors and collected data sample sets. The key elements of BC are 
participant created transactions, and the recorder blocks of such transactions. Here, 
the recorder block checks whether, transaction details were maintained in the correct 
sequence or not. This does not allow any tampering of the data available. If the 
recorded data must be maintained in sequential order, the need for chain approach 
arises. This maintained transaction was shared with the network of participated 
nodes This paper dealt with the various possible security and privacy issues in IoT. 
These were identified based on the observations in IoT component interaction. 
Blockchain technology is identified as one of the solutions for addressing the issues 


and challenges in IoT. 
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